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IT Acceptable Use Contract

The IT equipment at UTC Plymouth is provided and maintained for the benefit of all
students, teachers, staff, parents and visitors. We ensure that all of our users have good
access to IT facilities and in return we require that these facilities are used and treated
responsibly.

IT is an essential part of learning. However, access to UTC Plymouth IT remains a
privilege, not a right; inappropriate use will result in that privilege being withdrawn at the

discretion of the Senior Leadership Team or the IT Manager.

Please read this document carefully before signing and returning the last page to UTC
Reception for the attention of the IT Manager.

Facilities

Please do not eat or drink while using the IT facilities.

You are required to use the resources carefully and have awareness of your safety
and the safety of others. Do not do anything that may cause damage to yourself,
others or the equipment.

You are responsible for ensuring that you are using the resources according to the
Government’s standard for the display screen equipment at work. If you think that
the available resources may be inadequate, please inform your line
manager/teacher immediately.

Equipment

Do not change or attempt to change installed software on the systems.

Do not access, or attempt to access, areas of the network you are not authorised to
access.

Do not download or bring into UTC Plymouth any software that is not approved by
the IT Department.

Do not alter or attempt to alter any settings, software or hardware on the systems.
Damaging, disabling or otherwise harming any of the equipment or intentionally
wasting resources may result in your access to our resources being temporarily or
permanently removed. Deliberate or careless damage to the systems, if found by
the Senior Leadership Team, will result in you (or your parents in the case of
students) being charged for the cost of repair.

Do not attempt to unplug any of the cables associated with the computers unless
you have been told to do so. Pulling data and power cables causes damage to the
network and the equipment, and should this cause damage you will be charged.

Security and privacy

REACH

Always protect your work by keeping your password to yourself; do not share your
password with anyone. It is recommended that you do not use easy to guess
passwords; you will be required to use a minimum level of password complexity
when you set your password.

Use of any other user's account is strictly forbidden.

Do not disclose or share personal information about yourself or others when
online.

Do not take or distribute images of anyone without their prior written permission.
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Respect other computer users and do not harass, harm, offend or insult them.
Respect other’s work and property and do not access, copy, remove or otherwise
alter any other user’s files without the owner’s knowledge and permission.

To protect yourself and the systems, you should respect the security of the
computers. Attempting to bypass or modify the security settings may put your
work and others at risk.

Do not save or use files on any part of the network that may infringe copyright law.
Staff may review your files and communications at any time to mark your work and
ensure that you are using the system responsibly.

UTC Plymouth retains the right to delete any files deemed inappropriate at any
time without prior warning.

Internet

Email

Al

REACH

You should access the Internet only for educational purposes or for college
authorised/supervised activities. Recreational use is allowed at the college when
authorised. However, online auctions, online financial transactions and gambling
remain forbidden.

You should only access suitable material — using the internet to obtain, download,
send, print, display or otherwise transmit or gain access to materials which are
unlawful, obscene or abusive is not permitted. You must respect the work and
ownership rights of people outside the college, as well as other students or staff.
This includes abiding by copyright laws.

You must not (unless you have permission) make large downloads or uploads, or
stream media that might take up internet capacity and prevent other users from
being able to carry out their work.

People you contact on the Internet are not always who they seem. Always ask a
parent/guardian or teacher to go with you if you need to meet someone who you
only know from the Internet or via email.

You will immediately report to your teacher or to the Child Exploitation & Online
Protection Centre (CEOP), any unpleasant or inappropriate material or messages or
anything that makes you feel uncomfortable when you see it online.

You will not open any attachments to emails, unless you know and trust the person
/ organisation that sent the email, due to the risk of the attachment containing
malware.

Be polite and appreciate that other users might have different views from your
own. The use of strong language, swearing or aggressive behaviour is as anti-social
on the internet as it is on the street

All emails are scanned for illegal attachments and content, any use of strong
language, swearing or aggressive behaviour will be detected and then forwarded
to staff to be dealt with accordingly.

If you receive an email containing material with violent, dangerous, racist, or
inappropriate content, always report such messages to a member of staff. The
sending of an email containing content likely to be unsuitable for children or
colleges is strictly forbidden.

Artificial Intelligence - Al can serve as a valuable supplement to the
curriculum, providing additional resources, explanations, and opportunities
for critical thinking exercises. In coding courses, students can interact with
ChatGPT for coding suggestions and debugging. Language learning can
be enhanced through writing practice and conversations. Role-playing
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scenarios simulate real-world situations, while ethical Al discussions foster
awareness of Al-related issues. Collaborative projects, personalised learning
experiences, and regular evaluations ensure adaptability to diverse
educational needs.
At UTC we create a safe environment with clear guidelines that promotes
responsible use of Al - it is important that Alis used as a resource and is not
plagiarised.

The Agreement

UTC Plymouth monitors all aspects of the network, from personal files and emails to the
internet and other resources. This is carried out by the IT Technicians to ensure your safety
and the correct use of our resources and digital communication. By using our network,
you agree to the conditions laid out in this document, and you accept that any resources
used may be monitored and recorded as evidence in the case of inappropriate use.

You understand that if you fail to comply with this acceptable use policy agreement you
may be subject to disciplinary action. This may include loss of access to our resources,
detentions, suspensions, contact with parents and in the event of illegal activities -
involvement of the police.

Actions following misuse of the Acceptable Use contract will be determined by the IT
Department and the Senior Leadership Team. At any point they have the right to refuse
or revoke access to the network resources. By signing this document, you are agreeing to
the terms and conditions laid out in this Acceptable Use contract.

| agree to abide by the terms and conditions laid out in this Acceptable Use Policy
Student Signature:

Student Name:

You are: Student / Staff / Parent / Other
Date:

If you are a student, this document must
also be signed by a parent below.

| am the parent of the above-named student and | agree to my child abiding by the
terms and conditions in this Acceptable Use Policy and to be financially responsible for
any damage to IT systems and services the Senior Leadership Team finds was caused by
my child.

Parent’s signature:

Date:
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